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Chapter

Virtual Appliance Installation and Setup

Topics Covered :

Downloading VMware and the Echo™ Thin Management Software
Initial Virtual Machine Setup

Step-by-Step Guide for Configuring the Echo™ Server

Final Configuration

Checking Connectivity
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1.0 Echo™ Thin Client Management Appliance Installation and Setup

Required components:

One or more desktop access devices
Echo™ virtual machine
System running VMware Server or VMware player

System running DNS and DHCP servers

Download and Install VMware® Server or Player

Download and Install VMware Server or VMware Player on a dedicated system:

>

http://www.vmware.com/products/

If you need assistance installing VMware, please visit:

>

http://www.vmware.com/support/pubs/

Download the Echo™ Thin Management Software

Download the latest Echo™ Thin Management software and Host Agent Setup files from the Devon IT website.

Echo Software Download | ocation:

Website: http://www.devonit.com/software/echo/downloads

- Direct Echo™ Appliance Download: Echo 3.2 Zip File

Host Agent Download Location:

Website: http://www.devonit.com/hardware/hc12-workstation/downloads
- Direct Host Agent Download: Devon CM Host Agent File

Note: Most Echo™ Administrators will only need to download the Echo™ Thin Manage Appliance. Downloading
the Echo™ Host Agent is only necessary for Echo™ Administrators that are using HC10 or HC12-like hosts in their
environments running their own Echo™ Thin Manage servers.

After downloading the Echo™ Thin Manage ZIP file, unzip the Echo™ trunk archive on the same machine that your
VMware Server or Player is running on. After the extract, you should have a folder called “echo-3.2-vmware” that

contains the necessary VMware files (.vmdk and .vmx).

IT
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Initial Virtual Machine Setup on VMware

VMware Server 2.0

This section describes the steps for setting up the virtual machine on VMware Server version 2.0.

1. Open your VMware Infrastructure Web Access page.

2. From the top toolbar, select Virtual Machine — Add Virtual Machine to Inventory.

3. Begininng with the Inventory column, use the tree-like navigational system to drilldown to your Echo™ folder until
you finally reach the file called echo-3.2.vmx. Then press the OK button.

Application  Wirtual Machine Administration |

Help | Wirtual Appliance Marketplace | Log Out

| Inventory

51 pewvoncm

v @ compag

summary ” Console |:|||Tasks ” Events ” Permissions

Performance

@8 Processors 1% 2,152 GHz

0 GHz
Memory 256 MB
o ME
MNotes =]
Edit
Hardware =
Processors 1

| & ¥| Hard Disk 1 (SCSI 0:0) §.00 GB

Metwork Adapter 1 Bridged
CDADVD Drive 1 (IDE 1:0) Using device
SCSI Controller 0

LI Logic

Status

Power State
Powered Off

Guest OS5

Ubuntu Linux {32-bit)
¥Mware Tools
Tools Mot Installed

¥irtual Hardware ¥ersion
Wersion 4
Upgrade Wirtual Machine

DNS Mame
Mot Available

IP Addresses
Mot Awailable

Power On

Snapshoat
Take Snapshot
Configure WM
Generate Virtual Machine Shortout

Relationships

Host Machine
COMPAG

Datastores
standard

Netwaorks
Bridged

=l

4. Back on the VMware Infrastructure Web Access page, under the “Inventory” panel, select echo-3. 2.

5. Depending on the amount of memory available on your host system, you may need to adjust the allocated
Memory from the default 512MB to a lower value. (See screenshot above).

6. Lastly, Power On your Echo™ virtual appliance.

For more information on using VMware Server 2.0, you can find the manual at:

= http://www.vmware.com/products/beta/vmware_server/vmserver2.pdf

IT

Alternative Desktop Computing



http://www.vmware.com/products/beta/vmware_server/vmserver2.pdf
http://www.vmware.com/products/beta/vmware_server/vmserver2.pdf

Echo™ 3.2 Administration Manual

VMware Server 1.0.x

This describes how to set up the virtual machine on VMware Server versions 1.0.0 through 1.0.8.

DevonCM - VMware Server Console <@jazz>

Flle Edit View Host WM Tabs Help

uu@tﬁ[@ ¢<;1|

Power Off  Suspend  Power On Feset Snapshot Rewvert Full Screen Quick Switch

Summary Console

lite fp jazz.Development.com $€ () DevonCM 8|

) & DevanCM

State: Powered Off
Guest 0S: Ubuntu
Configuration file: jroot/brokers/a/DevencMDevenCM.vmx
Version: Current virtual machine

v Power on this virtual machine | Memory 512MB
= Hard Disk (SCSI 0:0) 20.0GB
[l Edit virtual machine settings |
2 cD-ROM 1 (IDE 1:0)  Auto detect
) Ethemet 1 ridged
Type here to enter notes for this virtual machine | B Mouse Auto detect
88 Processors 1
Local host &

1. Choose Open Existing Virtual Machine.
2. Choose File — Open and browse to find the echo-3. 2. vmx file on your machine.
3. The virtual machine default name is echo-3.2. This will now be added to your “Inventory” column.

4. Depending on the version of VMware Server, to adjust the amount of memory given to your virtual appliance, you
may need to select the Adjust the Allocated Memory or Edit virtual machine settings options.

5. When finished setting your Echo™ Thin Manage settings, click Power On next to the green triangle.

For more information on using VMware Server 1.0, you can find the manual at:

= http://www.vmware.com/pdf/server _admin_manual.pdf
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VMware Player
These are the steps for starting an Echo™ Thin Manage virtual machine on VMware Player.

1. Launch VMware Player on your system. Click the “Open” icon.

& Player - - X

Commands

Browese For available virtual machings, When you select a
virtual machine, it opens in this ¥Mware Plaver window,

Download a virtual appliance From YiMware Yirtual Appliance
Marketplace. You can then open it in YMware Player,

Download

2. Open the echo-3.2.vmx file located in the Echo™ folder.

Open Yirtual Machine

Loak jn: I I DevoniCh j

3. Your virtual appliance will immediately begin booting.

Eﬂ DevonCh  YMware Player ~ Devices - -

[sdal Assuming drive cache: write through
[sdal Assuming drive cache: write through

IT
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1. Turn on the Virtual Machine.
2. After the bootup process is complete, you will be presented with the “Setting Password” window.

3. Enter a new password for the "bwadmin® account. This password will be necessary to log into the Echo™.

ThinHanage Appliance

Setting password

Flease enter a new password for bwadmin. This will set the web
password and the suystem password (eg for ssh)

4. Once a password has been entered, use the arrow keys on your keyboard to navigate to the OK button and press
Enter to continue. You will be prompted to re-enter the password a second time. Press the OK button again.

5. The next menu allows you to set the timezone for the Echo™ Thin Client Virtual Appliance. Select your
geographic area from the list and press Enter.

Geographic area:

Africa

America

Antarctica
Australia

6. Alist of cities will appear. Select a nearby city that is located in your time zone and press Enter.

Time zone:

Nassau

Nipigon
Nome

IT 11
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Echo™ Thin Manage Network Configuration

DHCP Configuration (default)

The next screen is the “Networking” configuration menu. By default, Echo™ will attempt to acquire an IP Address

from DHCP on your LAN. If DHCP assigned your VM an IP address properly, the fourth option will read "Change

eth0 inet dhcp <ip-address> <subnet mask>". If DHCP was successful, then no further configuration is
required and you may select No changes and press Enter to continue.

*

| Hetworking |

No changes
DNS viewredit resolv.conf
ViewsrEdit ~etcsnetwork-sinterfaces

hange eth® inet dhcp 10.0.5.138 255.255.255.0

Static IP Configuration

If DHCP is not available on your LAN, then you will have to manually set a static IP address for the Echo™ server.
Select the option Change eth0... from the “Networking” menu.

1. On the next screen named, “Configuring eth0”, select the Static option and press the OK button to continue.

o —————————— S S I ———————

| Configuring ethd |

Gtatic - You need to =pecify each parameter

DHCF - Dymnamically request from netuwork

2. Enter the IP address to use as Echo's static IP. Press OK to continue.
3. Enter the subnet mask and then press OK to continue.
4. Enter the gateway IP address and press OK again.

5. Once these three values have been entered, you will be asked to confirm the new static settings. Select Yes to
apply the new settings. Otherwise, select No to discard these changes.

6. After selecting Yes, the network interface will restart and you will be presented Echo's “Main Menu”.

IT 12
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Read 5 lines
fedu 'ead File 4 Frew p Cur Fos

e

UnCut Te<till To Spell

When using a static address, you need to edit the Echo™ Thin Manage server's “resolv.conf’ file. This file contains
the IP address to your DNS server(s) as well as domain search paths.

1. From the Main Menu, select Reconfigure networkings.
2. Select DNS view/edit resolv.conf.

3. Using the editor, make sure your file contains at least the following two lines:

search <domain>
nameserver <ip address>
Where <domain>is your domain name and <ip address>is the IP address of your DNS server.
Add more nameserver <ip address> lines as needed for each additional DNS server you want to include.
4. Press Control-X, then Y to save changes, and then press Enter to write out the file.

5. Select No changes to return to the Main Menu.
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The Main Menu

Once you have completed the initial setup process, this “Main Menu” screen will be your starting point for all future
Echo™ Thin Client Management modifications.

ThinManage Appliance

Main Menu
Point uwour browser at http://10.0.5.143 for the web interface
Fress AlLt-F1, Alt-FZ2 etc for other consoles (this is ALt-F&)

Set bwadmin password
Change timezone (EtcsUTC)
Change hastname

Enable ssh serwver
Feconfigure networking
Configure database
Festart ThinManage

Halt machine

View Server Status

Main Menu Options: Reference Chart

Set bwadmin password Select to enter a new password for the "lbwadmin“ account

Change Timezone Select to change the server’s current timezone

Change Hostname You may change the hostname of the Echo™ Thin Manage server.

The default hostname is set to "ws-broker”

Enable/disable ssh server SSH is disabled by default. You may wish to enable SSH if you plan on
accessing the command line of the Echo™ server from another
machine

Reconfigure networking Access the “Networking” menu to

> Modify Static Network settings

> Enable/disable DHCP

» Manually edit the local DNS file (resolv.conf)

> Manually edit the /etc/network/interfaces file

Configure Database The default database is SQLite. You may choose to configure the
external database to use MS-SQL instead

Restart Echo™ Reboot the Echo™ server

Halt machine Shutdown the entire Echo™ virtual machine

View Server Status Displays current status of the server and web interface

I 14
Alternative Desktop Computing



Echo™ 3.2 Administration Manual

Final Configuration Steps

DNS Configuration

On your DNS server, create an entry for ws-broker . <mydomain*>.<mytld*> that points to the IP address of the
Echo™ virtual machine. This allows the terminals to find the Echo™ server automatically.

* The fields <mydomain> is your domain name and <mytld> is the top level domain. For example:

ws-broker.myXyzConsulting.com
ws-broker.HiTechSolutions.net
ws-broker.development.org

Alternative Configuration for Environments without DNS
If you don't have access to a DNS server, you can add an entry for "ws-broker" in the terminal's “hosts” file.
Follow these steps on each thin client you want to manage with Echo™:

1. Login as Administrator and select Start — All Programs — FBWFGUI.
Temporarily disable the write filter by clicking the Disable FBWF button, then press the Apply button.
Reboot the the thin client.
Login again as Administrator.

Use "Notepad*” to open the file: “C: \WINDOWS\system32\drivers\etc\hosts"

2

There should be at least one line written on that file for “localhost”. Underneath that line, add another line that has
the ip address of your Echo™ server, a few spaces, then the hostname, "ws-broker*.

For example:
127.0.0.1 localhost
<EchoServer-IP> ws—-broker

7. Save and close the hosts file. Launch the FBWF Manager again and click the Enable FBWF button. Also, make
sure to re-enable the “Basic Exclusions”. For default exclusions, this would mean selecting the buttons for
Enabled Documents and Settings for Everyone and the Enabled Persistent Registry buttons.

8. Click the apply button and Reboot the thin client one last time to save all changes.

Firewall Ports

The table below describes what ports need to be open in order for Echo™ to function properly.

Port Protocol Component(s) Purpose
80 TCP Echo™ Server HTTP — Standard web port for the Echo™ Web Ul
443 TCP Echo™ Server HTTPS — Secure (SSL) communication over http
protocol.
5500 & 5999 TCP Echo™ Server Needed for VNC Shadowing
50000 TCP Echo™ Server, Hosts, and Used by SOAP. This port needs to be open on ALL
Terminals devices within the Echo™ Thin Manage environment.
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Check Connectivity

Using the latest version of Firefox, enter "http://<hostname or IP of your Echo™ Server>“ into your web browser

address bar. You may have to bypass some security warnings to access the login page. If the installation and setup was

performed successfully, then you will be presented with the Welcome to Echo™ Page.

) Welcome to Thinkanage - Mozilla Firefox
Eie  Edt  Wew  History Gookmardks  Jook  Help
ﬁ; - @ R <\-"',’.\ wﬂtpﬁ:ﬂlﬂ.ﬂ.ml.!m]’duﬂ,frﬂ:x.!trd L iG- o] 7 -

IT

Alternative Deskiop Computing

Welcome to ThinManage

Thintdanage iz a tool for administrators. You can:
Manage youwr devicas
Thinkdanage can discaver your irventory of ferminals, blades, chassis and other pieces of hardware. You can also add them manually.
Manage usage
fow can configure which devices are used in conjunction with others, taking ino account various factors such as the user, where they are located and existing sessions

Status
You can quickly dnll down to what is cumendly happening across users, sessions and devices as well as historical information. A helpdesk call can be resobed in seconds

Quick start: Get setup and going fast

Go 1o the Web based adminisiration 100l

Uzing the command line bazed administration tool

Learn mone aboul ThinManage.

2 2006-2007 Devon IT, Inc. Al nghts resened

All other company, brand, product, or frademark names are the properdy of their respective holders.

|

Do 10.0,200.108 [
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Additional Installation Steps for Advanced Configurations
Please read the next two sections on this page if you will be:

A) Managing a Hosted Server-Desktop environment that combines HC10 / HC12 host servers with Devon IT TC10 /
IBM CP20 terminals.

-OR -
B) Deploying more than one Echo™ Thin Manage Virtual Appliance in the same environment.

If neither of the above cases apply to your environment, then you may skip ahead to Chapter 2, “Learning Echo™ Basics”.

Install the Host Agent
This step is only required if you will be managing a Hosted Server-Desktop environment.

Using an administrative account, run the “AgentSetup.exe” file downloaded earlier onto each Host Server (HC10s or
HC12s) to install the host agent. This host agent secures the Windows desktop when a user disconnects, and provides
Single SignOn when using Active Directory pooling.

Configure Echo™ Thin Manage to use MS-SQL database

These steps must be followed if you will be using multiple Echo™ Virtual Appliances.

By default, Echo™ is configured to use a single sqlite database that is internal to the Echo™ virtual machine. Echo™
Thin Manage can also use an MS-SQL database, and must do so when more than one Echo™ virtual machine is used.
For example, if you plan on deploying the Enterprise Architecture, to take advantage of High Availability features (see
Chapter 4, section titled “High Availability”), then you must follow these steps:

Visit "http://www.easysoft.com/member/login.phtml to register for an Easysoft ODBC driver authorization code.

Select Configure Database from the Echo™ virtual machine's “Main Menu” screen.
Select Select and configure a different database from the “Database Configuration” menu.

Select mssql from the “Select a Database” menu.

o &~ e Dnhp o=

Select Install Easysoft ODBC Driver from the “Easysoft ODBC Installation” menu. This will launch the
driver installation script.

Press Enter to read the end-user license agreement. Type “yes” at the first prompt to accept the license.
Keep pressing Enter until you see “Running the License Application”. Choose option [2] from the menu.

8. Enter your Name, Company Name, and email address at the appropriate prompts. The other questions can be
left blank.

9. When you see “How would you like to obtain the licence?”, select option [1].
10. Select [0] Exit at the next menu.
11. Press Enter at each remaining prompt to use the default settings.

12. When you return to the mssgl/ODBC configuration menu, configure the database name, ip address, port, and
username for your mssql database.

13. When you are finished, choose Keep Current Settings to accept your settings and return to the Main Menu.

14. Select Restart Echo™ from the “Main Menu” to activate the database connection.
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4

Chapter

Learning Echo™ Basics

Topics Covered :

+ Terminology

o Using the Echo™ Web Interface
+ Searches
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2.0 Learning Echo™ Basics

Terminology

You should familiarize yourself with the following list of terms, as they are used throughout this document.

Terminal
This is the device in front of the user, to which their screen, keyboard and mouse are attached. Terminals can be

thin clients, such as the Devon IT compact TC5¢ and TC5, or server-desktop access devices, such as the
Devon IT TC10 or IBM CP20.

Host
This is a computer providing a computing environment. An example is an HC10 Blade or HC12 server residing in
the data center. Each host contains a user interface daughter card (UIDC) that handles all the audio, video, and
USB streams being sent to the clients via PC-over-IP" protocol.
Session
This is a network connection between a terminal and a host, with the display and USB components connected.
CMS

This is the Connection Management Server, which manages connections between terminals and hosts.
The Echo™ Thin Manage Virtual Application is a CMS.
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Accessing the Echo™ Web Based Interface

1. Using the latest version of Mozilla Firefox, type the following URL into the address bar and press Enter:
= http://<hostname or IP of your Echo™ server>
2. Welcome to Echo™! Click the image labelled Go to the Web Based Administration Tool.

# Walcanne to Thinanags - Meilla Flrsfox
Bl Ed Yew Moy [oomads Lok teb

@ - A@ @ T BBl rosiro e aomsocsiessen e iz - (K3 o T

T
pmhmm

Welcome to ThinManage

ThnManige ts & 10el for pderanistiatons. Yo can

Manage you devices
ThinManage can ditaver you mwentory of Lerminals, blades, chavsis and other pisces of hardwars. You tan ales sdd them marually
Mansge ussge
Yeu ean configuns which divicas a0 uiad in conjusclion with oihers, Lakieg it SEcount Tisous THClons Such S8 the user, whiss They aoe Iocsted and exiting 1esEsns
Status

Y can quckly dnill down 10 whit i cumently happesing BEreds uses, S siend and driced as well as heatoncsl inkimation A helpdeak cal can be reiohad in seconds

o — 201108, The ste sarvs:

hine Based oot

Laam more st ThisManage.

10 20062007 Do IT, Inc. AR rights resanved
A other company, brand, product, o Trademark names: aes the preperty of thea respective holders 3

wakting for 106201108 T 10020108 @ |

3. Enter “bwadmin” as the Username and type the Echo™ password set up during installation. Press Enter. If
Echo™ is properly configured, and DNS settings are correct, you will see the Echo™ Administration screen.

ThinManage Admi ] : 08) - Mozilla Firefox
fle Edit \Miew Higtory Delicious Bookmarks Iools Help
& -00AH»KEHE [ P [ httpi/110.0.15.26:1 234 /admin/index. html |+ | (B~ [perkasie, pa @)
Alernative Desktap Computing [ ‘
5722
Terminals are the msi\ai in fiont ofthe user
testing PC 2 festlab 1001547 200907-29 17.03.27 31020090723.162048 09072
testing PC 1 festlab 1001533 20090729 17.03.48 31020080723 185857 09072
sierdy VDI Blaster VM labA 100373 20090729 144828 31020080722205418 0907 2
Safebook XYZ lab 100378 20090723 142549 31020080720210823 03072 | o e Vg terminal ians teS
aiebod test o Last contact was 2009.07-29 17:03:34
micei WES2009TC5 lab B 10.06177 20090724 18:11:11 3.0.0.20090430, 152508 _Name and Details
fans tc6 festlab 1001540  200907-29 17:03:34 31020080728.142312 09072 .
ame
ckellsr WES TC5 B 100362 20090729 170322 3.0.0.20090430. 152508 s 165
2 KD Location
test lab
Hosts 373 Select:
Hosts run the applications. i
h-__-_ Manufacturer
joe tue 1001636 2009.07-23 17:0206  available  0075120Bcafdct 1991a82 Devon IT
igeiser tue 100155 20090723 170206 available  00993B3cc20dc 198Ba8| | | Model
a36009594dc31 1dcaBl7001 64080340 trus 1001527 200907-29 170206 available TC5
4 I KID Unique Identifier
5117601830 11h2a4c6001c5901084b
Agent Version
31.020090726.142312
Operating System
DeTOS
1P Address
1001540
MAC Address -
00-1C:59.01 0348 Ll
Done FEE1
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The Echo™ Administration Screen

The Echo™ Administration screen is divided into two sections. The left-hand side, spanning across approximately 75% of
the screen, will display your inventory tables:

The “Terminals” Table

Devon IT thin clients and desktop access devices have a service called the "DeTOS Agent“ that communicates back and
forth with the Echo™ Thin Manage server. The DeTOS Agent announces its presence to the Echo™ server by
continuously sending XML-based messages known as "heartbeats”. As the agent heartbeats into the server, information
about that device will be displayed in the “Terminals” table.

Terminals are the disilai in frant of the user.

30004000500060007 00080009 10.0.15.32 2009-08-19 18:42:11 TCE DeTOS D
315d620080129005021000000 10.0.5.147 2009-08-20 14:49:47 Agent Started pC DeTOS 09.08.11 D
Pc7623db11bbdaadf351aa0017 10.0.15.51 2009-08-31 18:45:03 HP xwd300 Workstation XPe D
a676cdI119ad4517b4B017E 1 b 10.0.15.35 2009-08-19 18:42:11 HP d220 MT (DW9B4A) XPe D
1252b11d692ba9489ba519474 10.0.15.42 2009-08-26 18:35:27 VDI Blaster DeTOS 09.07.22 D
41e6c11b2878e001c590106k6 10.0.15.47 2009-08-19 18:41:33 TC5 XPe 9.83 D
14a1411ch95868a8a7016cfE4 10.0.15.49 2009-08-19 18:41:19 RE1 KPe 09.04.27 D
1e3b11b2a4c6001c5901084b 10.0.15.40 2009-08-24 12:59:40 TC5 DeTOS 09.08.07 D
aledel1h2b06f001c590106c6 10.0.15.50 2009-08-28 13:56:09 Disk image cloned sucessfully TCS XPe D
blaster! 10.0.15.33 2009-08-25 14:09:44 WNC Shadow Session Ended VDI Blaster DeTOS 09.08.10 D
4] ! ! [4]»

The “Hosts” Table

Host servers, such as HC10's and HC12's, will have a Host Agent service installed. Like its DeTOS Agent counterpart,
the Host Agent also communicates with the Echo™ server by heartbeating in periodically. When a Host Agent heartbeat
is received by the Echo™ server, detailed information about that host will be reported in the “Hosts” Table*.

The “Sessions” Table

When a PC-over-IP network connection is established between a terminal and a host, details about that connection will be
reported in the “Sessions” Table*.

Note: If your environment only consists of thin client terminals, then you will only see a “Terminals” table. The
“Hosts” and the “Sessions” tables will not be displayed unless there is an inventory for them. If neither a Host or a
Session exists, then the table for each category will be hidden.

The Details Pane

On the right-hand side of the Echo™ Administration Screen is a "details pane” that takes up the remaining 25% of the
screen. Information displayed inside the details pane varies, depending on your latest mouse click event.

Left-clicking a row within the Terminal, Hosts, or Sessions table will display specific information about that object in the
details pane. The details pane below is highlighted in the screenshot below.
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e dministration 3.1.0 (r Aug 19 2009 16:11:18) - Mozilla Firefox
File Edit Wew History Delicious Bookmarks Iools Help
@@ -0 6 % el ] https:i10.0.201. 1 08/adminfindex html [-]([E-] @
I I
ARacastiva Datkiop Compating ‘ Type part of a name, device, user here |
Terminals 10/10 Select:
Terminals are the display in front of the user. Details Pa ne
000200030004000500060007 00080009 10.0.15.32 2009-08-19 18:42:11 TCS
001¢258315d620080123005021000000 10.0.5.147 2009-08-20 14:49:47 Agent Started PC
0de5682c7623db11bbdaadf351aa0017 10.0.15.51 2009-08-31 17:40:03 HP xw4300 Workstation .
124c316a676cd9119ad4517 04801761k 10.0.15.35 2009-08-19 18:42:11 HP d220 MT (DW3B4A) ;’5’;5@;‘5;2’;% 1'222;%1'001 5901066,
Ptlelzrdal B114Rg2ha0470k 251047 4 4 Chona e 183207 r‘vliiiiii Last contact was 2009-08-19 18:41.33
509a20341eBc11b2878001c590106b6  10.0.15.47  2009-08-19 18:41:33 TCE Name and Details ———————————
” —— O — - - Name
5f1c1760123b1162a4c6001c5901084b 1001540 2009-08-24 12:59:40 TCs 509220341e6c11b28782001c590106k6
ab248dfaledel1b2b06M01c590106c6 10.0.15.50 2009-08-28 13:56:09 Disk image cloned sucessfully TCS R
omgitsablaster! 10.0.15.33 2009-08-25 14:09:44 VMNC Shadow Session Ended VDI Blaster "
4] [ [«» Manufacturer
Devon IT
Model
TCS
Unique Identifier
509a20341e6c11b28782001c59010606
Agent Version
3.1.0.20080818.074557
IP Address
10.0.15.47
MAC Address
00:1C:59:01:06:B6
Done
The Context Menu | PRelated |
) ) o Edit
R!ght-c!lcklng arow in any of the inventory tables WI!| display a “context menu ReEname
with various actions that can be performed on that object. A context menu item ! |
that has an arrow beside it, indicates that sub-menu options are available for this il
action. Slide your mouse pointer across the arrow to access those sub-menu 1 -
options. The context menu is the main menu where Echo™ Administrators will 1 (
be applying changes to terminals. (pictured to the right) | Connection L
1 Disklmage .
Profile k
Searches Thin Client Settings

Execute a File
Reboot Terminal
pdate DeTOS Agent

There is a search box located near the top right-hand corner of the Echo™
Administration screen. (pictured below)

WMC Shadow
Type part of a name, device, user here ... Delete
The Echo™ Thin Manage Search Bar The Echo™ Context Menu

Simply start typing whatever you are looking for into the search box. As you begin typing each character, the items
shown on the page narrow to only those that incorporate what you have typed so far. It is like using a search engine but
with instant feedback.

You can type in multiple words and only items that contain all words will be shown. You can narrow down to particular
fields. For example to match "1ab”, but only in the location field, use "1location:lab”. This feature is for quickly finding
the terminal or host you are looking for immediately.
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Advanced Search Tips

Quoting
Place double quotes around items that contain spaces. For example: "john smith”. Backslashes can also be
used to escape various characters.

Attributes
To limit a match to particular attributes, use a prefix of the attribute name, followed by a colon. For example, you
can type 'manufacturer:dell” to find all items with Dell as the manufacturer. Every item has a type. For
example, to limit to results to only hosts, type ”:host”. If you type in only the attribute name and a colon, then only
items with that field and a value for it are shown. For example "ip-address:“ will show all items that have an IP
address.

Exact match
Search looks for any part of a string matching. For example if you search for “lab“ then it will match “laboratory”
and “collaborate”. If you want an exact match then put a plus sign in. For example ”"+1ab“ will only match exactly
lab. It will also be case sensitive (matches are normally case insensitive).

To specify an exact match with an attribute put the '+' before the attribute such as '+name:1ab'. If your term needs
quoting then put it inside the quotes such as <“+name:1lab 20”>.

Not
Use a minus sign to exclude items. For example to exclude any reference to John, use "-john”.

If you type multiple words then all of them must be found in an entry (conceptually there is an AND between each
word). You can specify to display either one of the words (conceptually: OR), by using “OR” (must be in upper
case). For example “john OR jane” finds items with john or jane in them.

Grouping and complex queries
You can use parentheses around words to group them for more complex queries.
For example, ((a b) OR -(c d)) OR e.

Here are some example searches:

-description: Items that don't have a description

john OR lab Items that have john or lab in them.

(john OR jane OR tim) lab Items that have lab and at least one of john, jane or tim.
- (john OR jane OR tim) lab Items that have lab, but not any of john, jane or tim.
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Chapter

Thin Client Management

This chapter discusses Echo™ Thin Manage features that are specific to managing thin client devices, such as
the Devon IT compact TC5¢ and TC5 terminals.

Topics Covered :

o DeTOS Agent Updates

+ Shadowing

+ Cloning Connections

+ Cloning Thin Client Settings
o Profiles

¢ Disk Image Cloning
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3.0 Thin Client Management

DeTOS Agent Updates

The DeTOS Agent is a service that runs on the thin client devices and communicates with the Echo™ server.
Periodically, Devon IT will release new Agent setup programs that provide additional functionality and/or bug fixes. This

section outlines the steps for updating a new Agent to your inventoried terminals via the Echo™ Administrator User
Interface.

Where to Download the Latest DeTOS Agent

Visit Devon IT's FTP server to download the latest DeTOS Agent installer.
Download Location:

Website: http://www.devonit.com/software/echo/downloads
- Direct DeTOS Agent Download: DeTOS Agent File

The agent installer will follow a naming convention of Setup-<mm-dd-yyyy>.exe, where <mm-dd-yyyy> will be the
build date of that agent.

How to Update the DeTOS Agent on Your Terminals

1. From the table of inventoried Terminals, right-click on the terminal you want to update, and select "Update

DeTOS Agent". To select multiple terminals, hold down the <CTRL> key while selecting other rows, or use the
<Shift> key to select a range of terminals.

2. The details pane on the right-hand side will display the terminal name(s) you are about to update. Click the
Browse button and navigate to the new DeTOS Agent Setup executable downloaded on your local system.

s

You are updating the DeTOS agent on:
Terminal-B-L%0

I::fSetup—Jan—DQQDDQ.exe Browse.., |

Click the OK button to begin the update.

After a few seconds you should receive the message “DeTOS agent request sent”

The new agent will begin installing itself on the actual device. This may take 30-60 seconds. Once this
installation has finished and the new agent heartbeats back to the Echo™ server, the Agent Version column for
that terminal will display the new version number. The picture below shows the Agent Version column.

Terminals 1/10 Select:

- - - [
Terminals are the display in front of the user.

0 14:49:47 Agent Started PC DeTOS 09.08.11 Devon IT 3.1.0.20030820. 104006
1] ! !

EIC
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Custom Icons

For the first time, in Echo 3.2, Adminstrators can use their own icons for their individual connections. Using DeTOS-
based operating systems and the Echo Thin Manage Web Interface, Administrators can upload their own pictures through
their Mozilla Firefox browsers. The uploaded image can then be used as the desktop icon for all of the various
connections on the DeTOS Desktop. This sections describes how to use your own images locally as Desktop icons.

Helpful Tip: Custom Icons at this time only work with DeTOS terminals, not Windows-based terminals. It is also
highly recommended that Echo Administrators use Mozilla Firefox for all thin client management purposes.

How to Upload an Image

1. From the table of inventoried terminals, click Admin —
Icons to begin the process. Wﬁ

2. Anew browser window (or tab) will open displaying the | "ou are adding a ican.
inventory of custom icons. This section may be blank if —Name and Details
you have not added any custom icons to Echo. From
here, click Add — Icon. The side pane on the right
will look like the picture on the right.

Hame

3. Type a Name in the first field. This is the nick name that
Echo will give the image you are uploading. This can

later be attached to different connections. ~lcon Upload

4. Click the Browse. .. button to launch a window that
will allow you to explore your local machine to find an Icon

image to upload. Highlight the image and click Open. S

5. Click the OK button at the top of the side panel. You
should receive a Success message when completed.

How to Customize a Desktop Icon

Uploading the image into Echo is the first step to customizing your desktop icons. Now we have to add the icon to
connections. This can be done at the Admin — Connections, Add — Connection screen. At this screen you can
use the dropdown to add icons to brand new connections. To edit current connections, follow this procedure:

1. From the table of inventoried terminals, click Admin — .
Connections to see your list of currently pre-existing connections. Local Display Name

[Motachines |

2. A new browser window (or tab) will open displaying your inventory of
connections. To add a custom icon to one of the current connections,

Description

just right click the connection you want to add the image to, and click P

Edit. 14,
3. The screen shot to the right will appear. Below the Name and Protocol

Description fields will be a dropdown menu entitled “Icon”.. Mo Machines
4. Choose the icon from the dropdown menu. It should have the same Icon

nickname as the one given by the Administrator during upload. _ _

i Mohdachines iw

5. A preview of the image will appear below the drop down menu when
you select it. After selecting the custom image, click the OK button at
top right of the panel to save your changes.

6. Atthe Admin — Connections screen, in the connection inventory
table, there should be a new column on the left side called “Icon”. All of
the custom icons applied to connections will be listed in that column.
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Shadowing

To help a user with their thin client, you may activate the Shadowing feature from the Echo™ Thin Manage Web
Interface. Shadowing provides an interactive desktop session between the Echo™ Administrator and terminal end-user
and is an excellent tool for assisting a user with their device in real-time.

How to Shadow a Terminal

7. From the table of inventoried Terminals, right-click on the terminal you want to shadow, and select VNC Shadow.

8. Anew browser window (or tab) will open displaying the user's screen. The cursor control is shared by both the
user and administrator, so you may want to ask the user to release their mouse to avoid conflicting movements
during the shadowing session.

9. When you are finished, click the Disconnect button located near the top of the screen to terminate your
shadowing session.

& | O (Untitl
Clipboard | Send Cirl-Alt-Del

Ciptions

Disconnect

T My Computer

Notes about Shadowing

e Please make sure your local system is using Java Version 6 Update 11 (or higher). To download the latest
version of Java, please visit: http://www.java.com/en/download/

e You may only shadow one terminal at a time. Initiating a new shadowing session will interrupt any active
shadowing sessions you may currently have running.

e Security mechanisms are in place that only permit administrators to shadow thin clients via the Echo™ Thin
Manage Web Interface. This prevents other users from simply using their own VNC client program to gain
access to another user's terminal.

e When the Echo™ Administrator uses Shadowing on an end-user terminal, this forces Java to begin running on
the terminal. This takes a few seconds. When disconnecting from a particular terminal, it takes a few minutes to
completely close down Java on the local machine. During those few minutes, Shadowing into the same terminal
twice in a row may not work. Always give each terminal ample time to close down Java fully before initiating
another Shadowing session.

An Overview of Echo™ Cloning

There are three types of clones you can create with Echo™ — Connections, Thin Client Settings, and Disk Images.

Connections

Thin clients have the ability to connect to remote servers utilizing various types of protocols. The RDP protocol is
used to connect to Microsoft Windows Terminal Servers. The ICA protocol is used to establish connections to
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Citrix servers. The VDI protocol, used by the VDM Client, allows a user to connect to a VMware VDM broker.
Administrators can use their Echo™ Thin Manage Virtual Appliance to clone these types of connections from one
thin client, store them within their Echo™ Connections database, and then apply them to other thin client
terminals.

Thin Client Settings

Thin client settings are the display, sound, keyboard, mouse, and password configurations for that particular
terminal. Administrators can use Echo™ to clone these settings from one thin client, store them within the Echo™
Thin Client Settings database, and then apply them to other thin client terminals.

Disk Images

The third cloning option that Echo™ offers is the ability to clone the entire disk image of a thin client terminal. A
disk image includes everything that currently exists on that terminal, including the operating system itself. Disk
image clones are inventoried and managed by name within the Echo™ Disk Images database, but are physically
stored on either an NFS share, CFIS, or FTP server on your local area network.

The next three sections of this chapter will describe how to create and apply clones for the types mentioned above.

Cloning Connections

Echo™ allows you to clone connections and later apply them to other terminals. Here are the most common
connections:

RDP — One or more .rdp configuration files used for connecting to Microsoft Terminal Servers.
ICA — One or more .ica configuration files used for connecting to Citrix servers.
VMware — The User's connection settings for the VMware VDM Client.

Firefox — The local web browser and its starting URL.

How to Clone Connections

1. From the table of inventoried Terminals, right-click the ) )
terminal you want to clone, and select Connections You are cloning connections from:

— Clone from Terminal. Terminal & L0
Ayailable connections: 3

2. The details pane on the right-hand side will display the —Select Connections
available connections you can clone from this thin client.

Connections
3. Under "Connections”, select one of the connections Eirassml:ln RDP —r -
listed in this box. To select multiple connections, hold MNotepad - Seamnless (ICA)
down the <CTRL> key while clicking other names, or use WO Client Connection for User (WDl =

the <Shift> key to select a range of connections.

4. Click the OK button. You will receive a “Success” message when the clone is complete.

5. From the top of the page, select Admin — Connections to open a new screen displaying the current
inventory of thin client connections. You should see your recently cloned connection entry now listed in the table.
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Applying Connections to a Terminal

1. From the table of inventoried Terminals, right-click the terminal
you want to apply settings to, and then select Connections —
Apply to Terminal.

2. Inthe list of "Connections”, select which connections you want
to apply. To select multiple connections, hold down the <CTRL>
key while clicking other names, or use the <Shift> key to select a
range of connections. You must select at least one connection —
even if it is the only one available.

3. Click the ok button. You will receive a “Success” message when
it is complete.

e
fou are applying connections to:
Terminal A L0

Awailable connections: 2
—Select Connections

Connections

iMotepad - Seamnless (ICA

Terminal Server 2 (ROF) "

When you apply connections to thin clients, the actual ICA and RDP files are saved under “C:\Devon IT\Citrix” and
“C:\Devon IT\rDesktop”, respectively. Shortcuts to these files are automatically created on the User and Administrator
desktops. The end-user can simply double-click these shortcuts to initiate the connection.

& citrix

File

@Back b~ |

Edit  Wiew Favorites  Tools  Help

1 ey ki
.‘ﬂ-‘ y Search =

Falders

Address |lrj C:hDevonlTcitrix

|
Y E

" File and Folder Tasks

3 Make a new Folder

@ Fublish this folder to
the Web

l&d share this foldsr

Other Places

Note About VDM Client Connections

Size | Type Dal
1 KB Cikrix ICA Clienk 21,

There are a couple differences in the way VDM Client connections are handled by Windows, as compared to RDP and
ICA connections. First of all, only one VDM Client connection can exist per user. Secondly, the configuration settings for
a VDM Client connection are stored in the User account's registry hive, not in flat files like RDP and ICA. This is simply
the nature of VMware's VDM Client program and not in anyway a limitation with Echo™ Thin Manage Virtual Appliance.

Cloning Thin Client Settings

Echo™ allows you to clone the following thin client settings:

Display — The screen resolution, color depth, and refresh rate of the primary display device.

Input — The keyboard and mouse settings.

Password — Configuration settings for the DeTOS Control Panel password (DeTOS-only).

Sound — Settings for master volume and mute.
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How to Clone Thin Client Settings

1. From the table of inventoried Terminals, right-click the terminal you

want to clone, and select Thin Client Settings — Clone
from Terminal.

You are claning thin client settings from:
2. The details pane on the right-hand side will display a form with two Terminal & L0
sections: “Name and Details” and “Select Modules to Clone”. Awailable thin client settings modules: 4

® Name: Enter a name for this clone. This name will be the —Name and Details

name that Echo™ refers to as these settings in the future. Name

o Description: Enter a short description for this clone. |High Resolution Settings |

Description

e Thin Client Settings Modules: Select the type of settings :
you would like to clone. To select multiple modules, hold down |32-bit 1260x800 B0Hz

the <CTRL> key while clicking other module names, or use
the <Shift> key to select a range of modules. Select Modules To Clone

3. Click the OK button. After a few seconds you will receive a “Success” Thin Client Settings Modules

message.

4. From the top of the page, select Admin — Thin Client
Settings to open a new screen displaying the current inventory of
thin client settings. You should see your recently cloned settings entry

now listed in the table.

Applying Thin Client Settings to a Terminal

1. From the table of inventoried Terminals, right-click the terminal you —
want to apply Settings tO, and then select Thin Client You are appwmg thin client Settingg ta:
Settings — Apply to Terminal. Terminal B LY
2. From the Thin Client Settings dropdown list on the details pane, Available thin client settings: 3
select the saved settings clone you want to apply. ~Select thin client settings
3. Optionally, if you would like to reboot the terminal after the settings o .
have been applied, then mark the checkbox called Reboot after Thin client settings
applying. If your new settings include network changes, then |High Resolution Settings Ll

you may want to consider enabling this checkbox. Otherwise, you

may leave this box unchecked. Reboot after applying

4. In the list of modules, select which settings module you want to a

apply. To select multiple modules, hold down the <CTRL> key
while clicking other module names, or use the <Shift> key to select
a range of modules. You must select af least one module — even if
it is the only one available.

—Select Modules

Modules

5. Click the OK button to apply these settings to your terminal. You
will receive a “Success” message once they have been applied.

Helpful Tip: If you would like to verify that your settings were properly applied to your terminal, then you may use
Echo's Shadowing feature to gain access to the terminal's screen and inspect the system's new settings.

Profiles

The profile feature in Echo™ allows you to assign thin client connections and settings with one or more thin client
terminals. The next two sections describe the necessary steps for creating and applying Echo™ profiles.
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How to Create a Profile

1. From the top of the page, select Admin — Profiles to open a new screen displaying the current inventory of
profiles.

2. Select Add — Profile from the top of this page. The details pane on the right-hand side will display a
“Profile Details” form that contains a list of 5 fields:

e Name: Enter a name for this profile.

o Description: Enter a short description for this profile. @ﬁ
You are adding a new profile,
e Mode: Select between the following Profile application options: —Profile Details
= Default Profile — Apply to ALL terminals on the Echo™ Name
server. |y Test Proile |
= Terminal Details — Apply to terminals by a specific detail Description
such as model, name, IP Address, or Operating System. Just for Testing Purposes|
2 Select Terminals — Manually select terminals by name. —Terminals
. ) _— ; » ™
° Terrqmals. Choosing “Select Tgrmqa_ls gllows the Echo SRR 495111 choRbatMA05 d5 e A~
Admin to manually choose terminals* in this box. 5f1c17601.3b11b2a4c6001 2530
. ) ) ) i 00-16-41-ff-e5-9¢
e Connections: Assign cloned connections to this profile by a2feB0M-1d08-11b2-95a£001 59
selecting one or more entries* in the list. You may also choose 9081 ddd-1 1b2-89e2-001
' WDI-Blaster
to select none at all. Y Ep—
. . . . . ; . ' D00200030004000500060007 000
e Thin (;hent Settings: Ass_lgrl c;loned lsettlngs to this profile by Ddbo702af3fde] 1 bbdaracn540s
selecting one or more entries* in the list. You may also choose testing PC 1

to select none at all.

. . o o —Connections
e Cerificates: A Firefox certificate (to bypass Certificate

download warnings) can be exported from your Mozilla Firefox test (ICA)
settings and imported into a profile to bypass the warning. In Sdrff:;?m‘éelﬁ’ (RDF)
Firefox, click Tools — Options — Advanced — View ! A0

Certificates — Authorities. It will be under Devon IT.

e Disk Image: In the dropdown menu, if the Echo™ Administrator | Thin Client Settings
selects an image in the Profile. Echo™ will re-image the testingPC-nput
terminal everytime it boots without the desired image selected input2
here.

* To select multiple entries, hold down the <CTRL> key while
clicking the other entries, or use the <Shift> key to select a range of entries.

3. Click the ok button to create this profile. You will receive a “Success” message once it finished.

4. You should see your new profile entry now listed in the profile inventory table on the left-hand side of the screen.

Applying a Profile ﬁﬁ

Once you finish creating a profile as described in the section above, it will ‘Wou are applying profiles to;
automatically apply the associated connections and settings the next time Marcus VO-Blaster Test
the terminal is rebooted. However, if you would like the changes to take

effect immediately, then you may manually apply the profile by following the Available profiles: 4

Select a Profile

steps below.
Profiles
1. From the table of inventoried Terminals, right-click the terminal you fChoose a profile. . e
want to apply settings to, and then select Profile — Apply to Choose a profile...
Terminal. Marcus Profile 1 —

by Test Profile
This iz 2 test
testingPC1
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From the dropdown list of Profiles, select which profile you want to apply.
Click the OK button. You will receive a “Success” message when it is finished.

4. Connection shortcuts are automatically created on the terminal's desktop. The end-user can simply double-click
these icons to initiate the connection.

Disk Image Cloning

Echo™ allows you to perform full disk image cloning of your terminals, utilizing either FTP, CIFS, or NFS protocols.

How to Clone the Entire Disk Image

1. From the table of inventoried Terminals, right-click the terminal you want to clone, and select Disk Image —
Clone from Terminal.

2. The details pane on the right-hand side will display an “Image Details” form that contains a list of 7 fields:

« Name: Enter a name for this disk image.

EI"ICE -!
- Description: Enter a short description for this disk image. . . ,
You are cloning the image from:
« Protocol: From the dropdown list, select either “nfs” or “ftp” ~Image Details
« FTP: Select this option if you will be using an internal FTP Name

server to store and retrieve your Echo™ Thin Manage disk
images.

[My Test Image

. Co . Description
* NFS: Select this option if you have an available NFS share on a i
Linux/Unix server. [Safebook LVO Disk Image
« Image Location: Enter the protocol and location you will be Protocol
using to store your disk images. |ﬂP El
You may use a hostname or IP address. Examples: Image location

ftp://myServerName/path/to/my/image/myImageName.img |ﬂp:ﬂ10.0.5.1 16 /devoncmClones/test.img

nfs:/192.168.1.123/path/to/my/image/myXpeClone. img Verify Image
Note : The above examples use .img extensions, but you may r

give it any extension you want, or none at all. Also, be sure to Username
include the protocol prefix in the url. (ftp:// or nfs:/ ) |

- Verify Image: Enable this checkbox if you want perform an Password
md5 checksum upon completion of the clone. Please be aware |
that the cloning process will take much longer to complete when
this checkbox is selected.

« Username: If required, enter the username of an account that
has permissions to read & write to the image repository you (“Add fAd A
specified in the Image Location field above.

Connections

:
- Password: If required, enter the password needed for the Eirmr=r
Username specified above. Pools
FProfiles
3. Click the OK button to begin the cloning process. This process may Thin client settings
take ~20-40 minutes, depending on the size of the terminal's flash = La USBpemmissions
: . Range Walk Discovery
disk and network traffic. 3504 A serverconfiguration settings
4. From the top of the page, select Admin — Disk Images toopen ————— Savesenerconfiguration
i K i . . Restore server configuration
a new screen displaying the current inventory of disk images. You View system logs
should see your recently cloned disk image now listed in the table. Export endpoint hardware info
“alidate active sessions
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Applying a Disk Image to a Terminal

Important Note: When applying disk images to your thin clients, be sure you are using the correct image for that
particular model, otherwise you may render that terminal unbootable. For example, cloning a TC5 with a Safebook
LVO image or a Safebook LVO with a TC5 image will not work.

1. From the table of inventoried Terminals, right-click a terminal you want to re-image, and select Disk Image —
Apply to Terminal. To re-image more that one terminal at a time, hold down the <CTRL> key while
selecting other terminals, or use the <Shift> key to select a range of terminals.

2. From the Image Name dropdown list on the details pane,
select the image file you want to apply. @m

3. Click the ok button to begin the re-imaging process. You are installing an image on:

Marcus-LWVO
4. The thin client will reboot and begin re-imaging its flash Available image files: 8
media with the selected image. This re-imaging process Imag

may take ~20-40 minutes, depending on the size of the
image and network traffic. During this time, there is no Image Name
agent to heartbeat into the Echo™ server, and therefore
the timestamp in the "Last Contact field will remain

unchanged. Once the re-image is complete and the thin

f Choose an Image. ..
Choose an Image. ..

client does its final reboot, the agent will heartbeat into the xpe-finak-hdal
L . xpe-heta-tweakui.dd.gz
server, which in in turn, updates the Last Contact field. xpe-BETAI. dd bz2
This update to the current time in the Last Contact field is test-image
your cue that the re-imaging process is complete. Marcus FTP test
Marcus
John's TCS image
Devon IT Supplied Disk Images Adam's LVO Image

When Devon IT releases new OS builds for its thin clients, they will be uploaded as disk images to the public FTP server.
You may download these new image files, add them to your Echo™ Thin Manage inventory, and then re-image your thin
clients using the same steps outlined in the previous section named, “Applying a Disk Image to a Terminal’.

Where to Download Devon IT Disk Images
Visit Devon IT's FTP server to download the latest disk images for your thin client model and operating system.
Download Location:

DeTOS Downloads: http://www.devonit.com/software/detos/downloads

XPe Downloads: http://www.devonit.com/software/microsoft-xp-—embedded/downloads

Echo™ Downloads: http://www.devonit.com/software/echo/downloads

How to Add a Disk Image

1. Once you have downloaded the disk image from Devon IT's FTP server, copy that image over to your FTP server
or NFS shared directory.

2. From the Echo™ Administration Screen, select Admin — Disk Images to open a new screen displaying your
current inventory of disk images.

3. Select Add — Disk Image from the top of this page. The details pane on the right-hand side will display an
“Image Details” form that contains a list of 8 fields:
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o Name: Enter a name for this disk image.

e Description: Enter a short description for this disk image.

e Protocol: From the dropdown list, choose your server:
Cancel Ok
- FTP: Select this option if you will be using an internal You are adding a disk image.
FTP server to store and retrieve your Echo™ disk
images. [ import fram file

+ NFS: Select this option if you have an available NFS share on ~Disk Image Details

a Linux/Unix server.

Name
o Image Location: Enter the location to where your Devon IT |DevonIT XPe LVO Image |
disk image resides. Description
You ma . [New build for Safebook ]
y use a hostname or IP address. Examples:

Model
ftp://myServerName/path/to/my/image/<name of (RET ]
devonit disk image>

Operating System
nfs:/192.168.1.123/path/to/my/image/<name of = ]
devonit disk image>

) Protocol
e Username: If required, enter the username of an account [7p ]

that has permissions to read & write to the image repository

you specified in the Image Location field above. Image Location

Rp:/imyFtpSenver/devonit/xpe V0. dd. gz|
e Password: If required, enter the password needed for the Username

Username specified above. ( ]
Password

e Configuration File: Either click Browse to select a Config [ J

file on your local machine or uncheck the box to fill the

following fields:
« Model: Enter the model name associated with this image*.
« Operating System: Enter DeTOS or XPe Operating System.
*Model Names must be exact: TC5/TCbc, not tc5/Tc5/TC5C.
4. Click the OK button to add this disk image.

5. You will receive a "Success* message. In the Disk Image inventory table you will now see your recently added
Devon IT disk image. See section titled, “Applying a Disk Image to a Terminal”, for instructions on how to apply

the disk image to your thin clients.

Disk Images 1/1

These disk images are available to update devices.

DevonlT XPe LVO Image Mew build for Safebook RE1 ftp ftp:iimyFtpSemver/devonit/xpelVO. dd.gz XPe
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Chapter

Hosted Server-Desktop Management

This chapter discusses Echo™ Thin Client Management topics that are specific to managing a Hosted Server-
Desktop environment that combines HC10 or HC12 host servers with TC10/ CP20 terminals.

Topics Covered :

Connection Brokering Methods

Setting up Echo™ Thin Manage to use Active Directory
User Based Pooling

Power Management and USB Controls

High Availability

* 6 6 o o
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4.0 Hosted Server-Desktop Management

Connection Brokering Methods
Echo™ Thin Manage can connect a client (user or terminal) to a Host (HC10/HC12) in three different ways:

(1) Fixed seating — Associating a terminal with a host. Under fixed seating, a given terminal will always connect to the
same host. To configure fixed seating, rename a host device, terminal device, or both, such that their names match. It
may be useful to use the MAC address of the client device as the name for both devices so that technical support
personnel can easily identify the host and client devices by asking the user for the MAC address that is printed on the
side of their device. Another approach is to use a name that indicates the location of the client device, such as 'cubicle

A2'.

Fixed seating

@ =cuoa i i i

@ rcios HC10 A HC1g-B  Ho10-C

_1 Connection Broker

— A A
® =cwoo i i &) i &)
i i i

HC10-D HC10-E HC10-F

F

Fixed Sealing Connection Method - largel hostis chosen based on the client device

(2) Free seating — Associating a user with a Host. Under free seating, a user can connect to their Host from any terminal
that is not already configured for fixed seating. To configure free seating, administrators need to rename a Host device to
the username of the user they want to allocate the Host to. To do this in the administration tool, right-click the Host, select

Rename, enter the new name and select OK.

@ Pau '
Pau
Connection Broker Joe lan

Free seating

k: K

@ ving

Mike ¥ing Adam

Free Seating Connection Melhod - target host is based on user
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(3) User Pooling — Associating users with Hosts based on Active Directory groups. A pool is pairing of an Active
Directory group of users with a group of computers. From the Echo™ Administration Web Interface, click Admin —
View/Edit Pools to go to the pool configuration page. From there, click Add — Pool to create a new pool.

Please see section “User Based Pooling”, for more information about the pooling connection method.

Determining the Connection Method

The names of the terminals and hosts determine the pairing method. When a terminal requests a session, Echo™ looks
in its inventory for a host having the same name as that terminal. If Echo™ finds such a host, it will automatically pair the
client with that host and the PC-over-IP session will begin automatically. This connection method is called Fixed Seating.

Free Seating occurs when Echo™ is unable to find a host having the same name as the terminal. In this situation, the
end-user will be prompted to enter a user name (see screenshot below). Echo™ will now find a host matching the name
provided in its inventory and proceed to connect the terminal to that host. This type of pairing can also be referred to as
simple named-based pairing, as no preliminary authentication by Echo™ is performed prior to establishing the connection
to the host.

Pleaze enter your user name:

Jzer name: ||

[ ak. ] [ Cancel

Free Seating dialog prompt that displays for Simple Named-Based Pairing

Free Seating with Enhanced Authentication

Echo™ Thin Manage supports a feature in the free seating connection method called enhanced authentication.
Administrators can configure Echo™ to utilize Microsoft Active Directory to authenticate users’ domain credentials before
they are connected to an Host.

An Administrator can configure Echo™ to use AD by accessing the "Server Configuration Settings“ page in the Echo™
Thin Manage Web Interface. Once these values are entered, enhanced authentication will be enabled within Echo™,
and an end-user will receive an extended Free Seating dialog box that now includes two additional fields for Password
and Domain.

Flease enter your uzer name:

Uszer name: || |

Pazsword | |

Dramain: | |

[ ak. ] [ Cancel
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Setting up Active Directory under the Server Configuration Settings Page

From the main page of the Echo™ Web Administration Tool, select Admin — Server configuration settings
Admin.

Adrmin

Save semver configuration
Festore server configuration
WiewfEdit pools

Wiew systerm logs
Firmmware
WiewiEdit LISB permissions
Export endpoint hardware info
Server configuration settings
= an-15-50.

This will open the internal Server Configuration Settings page for Echo™ Thin Manage.

J>opDEVON IT

® Server-Based Computing for the Modern Business

These are the internal settings. You should only change them under the direction of support.

ActiveDirectary. BindDM string admin@domain. local A |
Activelirectory. BindSecret string bradmin B | |
ActiveDirectary. DnsDomain string damain.local C | |

Fields in the Server Configuration Settings web page that enables AD / Enhanced Authentication

There are three values that need to be entered on the Server Configuration Settings screen to connect the Echo™ Thin
Manage server to an AD server:

A) ActiveDirectory.BindDN: This is the name of the user account that has the ability to query computer and user search
DNs. An example value for this field would be: "admin@mydomain.com”.

B) ActiveDirectory.BindSecret: This is the password for the user account entered above.

C) ActiveDirectory.DnsDomain: This is the Hostname of the AD server Echo™ will use for enhanced authentication.
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How to Rename Devices using the Web Administration Tool

1. Using the latest version of Firefox, enter "http://[<hostname or IP of your Echo™ Server>“ into your web
browser address bar. You may have to bypass some security warnings to access the login page.

Go to the Web based administration tool.

2. Click the picture labeled Go to the Web based administration tool (pictured above) to go to the
Echo™ Thin Manage Administration page.

« Terminals: Right click the row that represents your terminal in the "Terminals' table and click Rename.

« Hosts: Right-click the row that represents your Host (HC-12 or HC-12) in the 'Hosts' table, and click

Rename.
3. Apanel the one on the right will appear. Enter a new name for the
host or terminal in the 'Name' field and click OK.  Renaming a —
terminal should be a one-time 'nickname' given that Echo™ can | You are renaming the host blade3.1.
use as an abbreviated version of the terminal's Unique ID. When Rename
renaming the host, choosing a name of an existing host will use Name
seating pairing between the terminal and that host. Choosing a [smith
name that does not match the name of any host will leave the

terminal in free seating mode.

User Based Pooling

The purpose of this section is to introduce User Based Pooling and its features, describe the role that Microsoft Active
Directory plays in the Echo™ Thin Manage pooling mechanism, and explain the rules of selection. It also walks through a
hypothetical pooling scenario to help illustrate the entire concept.

What is Pooling?

Pooling is a superset of the free seating pairing method. Instead of a user being linked to exactly one workstation Host
(HC10/HC12) in the case of free seating, with pooling, that user is assigned a workstation from a pool of Hosts.'

User Based Pooling Features

By default there is a single pool with all discovered devices.
Administrator can create new pools.

Administrator can delete existing pools.

Administrator can add active directory objects to an existing pool.

a. Add user groups or objects to a pool.

b. Add machine groups or single machines to a pool.

Administrator can remove Active Directory objects from an existing pool.
Obiject list of acceptable objects comes from Active Directory.

a. List Active Directory objects associated with users.

b. List Active Directory objects associated with machines.

hPob-=

oo

! “Implementing the IBM BladeCenter HC10 Workstation Blade,” Redpaper Draft Document, September 26, 2007, IBM Corporation.
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Pooling

— |
@® oavid i i i

' Zoe
Connection Broker Pool A____,..-’

g _."'F ? " ;'-'- : " _,'-f :
® «imon i = i e
i | |

Pool B

R

F

©__3 Authentication DB (AD)
: | David: Pool &

| | Zoe: Pool A

" Kiron: Pool B

About Microsoft Active Directory

An Active Directory (AD) structure is a hierarchical framework of objects. The objects fall into three broad categories:
resources, services, and users (user accounts and groups). The AD provides information on the objects, organizes the
objects, controls access and sets security. Each object represents a single entity — whether a user, a computer, or a
group — with each object uniquely identified by a Distinguished Name (DN).?

# Active Directory Users and Computers M=l
[ Ele Action Miew Window Help | =] x|
= D@ e XEFRR R BB TE O

Active Directory Users and Computers [Co | Users 23 objecks

D Saved.Queries Mame | Tvpe | Description |
E"@ dev;nl.t";:::m € administrator  User Builk-in account for admini. ..
+-|_1 Builkin
: € AsPNET User Account used For running ...

[ Computers

(&) Damain Controllers
I:l FareignSecurityPrincipals

mCert Publishers  Security Group ... Members of this group are. ..
ﬁDDmain Admins  Secority Group ... Designated administrators, ..
ﬁDDmain Comp... Security Group ... &l workstations and serve. .
ﬂEDDmain Conkr.., Security Groop .., A8l domain contrallers inckh,

Screenshot of the "Active Directory Users and Computers" Microsoft Management Console

The benefits of using Active Directory as the datastore are twofold. First, it reduces the amount of critical information that
needs to be stored inside the Echo™ Thin Manage server. Secondly, administrators can manage their users and hosts
using normal and more familiar infrastructure.

? Wikipedia, “Active Directory,” < http://en.wikipedia.org/wiki/Active_Directory>.

IT 40
Alternative Desktop Computing



http://en.wikipedia.org/wiki/Active_Directory

Echo™ 3.2 Administration Manual

Creating Pools in Echo™ Thin Manage

Pooling in Echo™ relies on Microsoft Active Directory (AD) for its grouping information. Within their AD environment,
administrators can assign users and host objects to specific groups. These groups of hosts and users are then
associated by the Echo™ server to form pools.

To create a pool, administrators will use the Echo™ Thin Manage Web Administration Tool to associate a collection of AD
users defined by a group, to a collection of AD computers (hosts) that are also defined by a group. When a users log into
the system via the Desktop Access Device, they provide their username, domain, and password. This information is sent
from the desktop to Echo™ over an SSL encrypted connection. By evaluating the username and domain values, Echo™
Thin Manage determines group membership and compares this information to the pools present. Once a pool has been
identified, the Selection Rules listed below will be followed to determine exactly which Host in the pool will be assigned to
that user. If no target hosts are available in the pool, then the user will receive a rejection notice, in the form of a dialog
box, on the Desktop Access Device screen.

An Example of Echo™ Pooling

To help illustrate the pooling concept, consider the following scenario of an administrator wanting to assign the company’s
developers to one group of hosts, while allocating a second group of hosts to the users working in the marketing
department.

D gers (] Computers

“ ¢8 DevUsars -2 DevMachines
€ lan - B pladen
8 Ying ) blade2
..... g Adam

€0 arketingUsers @ M arketingM ac hines
0 1an - 3 biade
Marcus g hlade3

An Example of an Active Directory Scheme

In the figure above, the administrator has created two User Groups in Active Directory. One is named 'DevUsers', which
contains the user objects lan, Ying, and Adam. The second group, 'MarketingUsers', contains the user objects lan and
Marcus. In the Computers hierarchy, the administrator has three computer objects (hosts) named blade1, blade2, and
blade3 — with blade1 and blade2 associated to the 'DevMachines' group and blade1 and blade3 associated with the
'MarketingMachines' group.

An administrator can now use the Echo™ Thin Manage Web User Interface to create pools based on the Active Directory
scheme above. (See Section: “How to a Add Pool” for more details)
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Screenshot of the Echo™ GUI for Managing User Based Pools

Using the example above, the administrator has created two pools — “Development Department” and “Marketing
Department” — effectively associating his development users with the development hosts and marketing users with
marketing hosts. The administrator has also seperated the Users lan, Marcus, and Adam into seperate categories.

Now, if user Adam logs into a Desktop Access Device, he will connect to either blade? or blade?2.

The user Marcus belongs to the MarketingUsers group and therefore will only ever connect to blade1 or blade3. He will
never access blade2, since that host is not a member of the MarketingMachines group.

The user lan, being a member of both DevUsers and MarketingUsers, now has the possibility of connecting to any of the
three hosts — blade1, blade2, or blade3.

Rules for Selection

In this section, the term 'selection’ refers the method applied by Echo™ Thin Manage to match a user login request with
a host available at the time of the login request. Selection will choose a single item from a pool of resources. The goal of
the pool will be to give out resources that have an affinity to a user. Resources will be given priorities as follows:

1. Check if user exists in an Active Directory group and select that pool of machine objects.

2. Select the last used host in a pool with an active windows session for the user.

3. Select the last used host in a pool with an inactive windows session.

4. Select the next free host in a pool that has had an inactive windows session the longest.
How to Add a Pool

The following steps describe how to Add a new Pool, using the Echo™ Web Administration Tool.

Prerequisite: Before adding any Pools, you must have Active Directory authentication enabled under the Advanced
Settings page. If you haven't performed this necessary step yet, please refer to this section: Setting up Active
Directory Under the Server Configuration Settings Page, for instructions on doing so.
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1. On the Echo™ Administration Interface, select Admin — View/Edit Pools.

i —

Save server canfiguration
Restore server configuration

ViewiEdit pools

Wiew' system logs

Firrmware

WiewmdEdit LISB permissions
Export endpoint hardware info

2. This opens your Pool Inventory. CIi.cI.%. Add—»Pool -
3. After selecting this option, the right-hand side details panel will display the fields for adding a new pool.

+ Name: Name of the pool. When using the command line interface you refer to pools using their name.

- Description: A human readable description of the pool, as entered by the administrator.

- LDAP Distinguished Name for the hosts: The Distinguished Name of a directory service object
containing a Computer or group of Computers.
For example: 'cn=devmachines, cn=users,dc=development ,dc=com

- LDAP Distinguished Name for the users: The Distinguished Name of a directory service object
containing a User or group of Users.
For example: '‘cn=devusers, cn=users,dc=development ,dc=com

«  Protocol: The protocol you want used for sessions. For TC10 terminals talking to hosts, you should use
PC-over-IP (PColP).

4. Click the OK button to save your new pool settings. You will now see a new entry for the pool you just created
under the 'Pools' table.

Power Management and USB Controls

This section describes how the Echo™ server will manage the external power buttons and USB access policies on
Desktop Access Devices, such as the Devon IT TC10s and IBM CP20s.

Power Management

The Desktop Access Device has two physical buttons. The top circular button on the front
panel of the device is used for powering the remote HC10/HC12 host on and off. The
button located just below that is used for disconnecting an established PColP™ session
with the remote Host. (See Picture).

REMOTE POWER

Power Management in this section refers to the remote power button functionality.

DIScoRRECT > Pictured: Desktop Access Device (TC10) Remote Power and Disconnect Buttons

Desktop Access Devices can turn off hosts in two ways: "soft” (a single press of the power
button for less than four seconds, causing the OS to be notified of a reboot) or "hard*
(holding down the power button for at least four seconds, forcing an immediate reboot
without informing the OS). The user is permitted to use either or none of these actions.
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How To Apply Power Management Polices to Hosts
Right-click a Host entry and select Edit. On the right-hand side panel, there will be a section called “Access”.
There are two checkboxes here, called “Soft Power Permission” and “Hard Power Permission”:

Soft Power Permission —
A boolean value that when set to true, grants permission to request a restart of the host by tapping the power button
on the terminal. The host's operating system will receive the request and may or may not restart the host,
depending on the operating system's power configuration.

Hard Power Permission —
A boolean value that when set to true, grants permission to cut power to a host by holding down the power button
on the terminal for more than 4 seconds. This request bypasses the operating system.

USB Controls

Along with modifying the behavior of the power button, an administrator also has the capability to configure which USB
devices are permitted for use with a Desktop Access Device. There are options that allow all USB devices, no USB
devices, or only specific USB devices. This means that if an administrator wants the users to only be able to use human
interface devices (mouse, keyboard, etc), they can set the USB controls to allow this.

How To Apply USB Permissions on a Host

From the “Admin” dropdown, select the option called View/Edit USB Permissions. This will open a new page just
for managing your USB policies. Along the top of the page will be a menu item called “USB Policy”. Select Add Policy
from this dropdown. You will be prompted to enter a name for your policy and then click the oK button. A new entry will
appear in the policy table. Clicking the entry name will open the policy settings matrix on the right-hand side panel.

The first column allows you to choose whether you would like set a policy per 'ID' or per device 'Class’. If you choose ID,
then the next 2 columns in the grid must be filled in with the VendorID and DevicelD, respectively.

The other option allows you to set a policy base on the Class of the USB device. In this case, the 2™ and 3™ columns will
be grayed out as they will not be applicable. The remaining columns are sub-class dropdown lists, allowing you to drill-
down as far as you wish. If desired, repeat this process in the next row for as many type of devices you wish to apply
policies for. Once you are finished, click the save button at the bottom left hand corner of this grid. You should receive a
prompt confirming the Save action. Make a note of the policy Name you just created, as you will need to enter this in the
next step.

Return to the main Echo™ Web Administration Page (where the Terminals, Hosts, and Sessions are listed). Right-click a
Host for which you wish to apply your USB policy and to display the context menu. From that menu, select Edit. On the
right-hand side panel, there will be a section called “Access”. In the USB Permission field, type in the name of the USB
policy you just created. Click the OK button on the top of this panel.

From this point on, all terminals connecting to this Host will abide by the new USB Policy you just assigned to it.

A Note About Policy Application and Enforcement

While the policies for Power Management and USB Permissions are created using the Echo™ GUI, the Echo™ Thin
Manage Server itself does not actively maintain or enforce these policies during a PColP™ session.

Immediately upon establishing a PColP™ session, event messages containing the Power and USB values are sent via
Teradici’'s CMI to the Desktop Access Device, informing it of the policies it should enforce. From this point on, the Desktop
Access Device owns the responsibility of enforcing these rules while a PColP™ session is active. That fact that
enforcement occurs on the endpoint, rather than the CMS, ensures that policy integrity is maintained throughout the
lifespan of the PColP session — even in the event of the Echo™ server going offline during the session.
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High Availability

The purpose of this section is to define the concept of High Availability (HA), outline the requirements for architecting an
HA-compliant system, and describe the strategies for deploying a highly available Echo™ system. This section will also
present possible failure scenarios and demonstrate how the high availability aspect of Echo™ overcomes each of the
hypothetical situations.

What is High Availability ?

As defined by the IEEE, High Availability (HA for short) refers to the availability of resources in a computer system, in the
wake of component failures in the system. High Availability is often associated with fault-tolerant systems.

Requirements

In order to achieve an HA-compliant system, Echo™ Thin Manage adheres to the following requirements:

1. Fault-Tolerant System: Echo™ has the ability to continue service despite a hardware or software failure.
Essentially, this means eliminating a single point of failure (SPOF) on the system and having failover capabilities.
The result of a single component failure does not disrupt service of the entire system.

2. Failover Capabilities: When one component in Echo™ fails resulting in a loss of service, the service is started
on another component in the system. This transfer of a service following a failure in the system is termed
failover.

3. Scalable: Echo™ is able to support multiple concurrent connection broker servers in order to balance heavy
loads.

4. Stateless: Each server treats each request as an independent transaction that is unrelated to any previous
request on that same server or another server.

Architectures

An administrator has the option to deploy Echo™ Thin Manage in two different ways. The first configuration is called the
Basic Architecture. This is a simple environment that consists of just one server, with one database repository. High
availability, along with its fault-tolerant characteristics, is not present with this type of architecture.

The second option is the Enterprise Architecture — a three-tiered configuration that provides a more robust environment
and includes all the benefits expected from an HA system. The Enterprise Architecture will be the primary focus of this
section.

The Basic Architecture — Simple and Lightweight Server

The Basic Architecture simply has one Echo™ Thin Manage server

accessing one built-in SQLite database repository. All client requests Logging Modlle
originating from the web GUI or CLI are sent directly to a single server. The Apache web server
Ba_s,lc Archltec_ture is an |d§al solution for an admlqlstrator setting up EchoT.'V' Authentication] [Authorization
Thin Manage in a test environment, or a small business that does not require
high availability features. /
rfg N
> The “Basic Architecture” for Echo™ Thin Manage / \

I 45
Alternative Desktop Computing



Echo™ 3.2 Administration Manual

The Enterprise Architecture — Configuration for High Availability

The Echo™ Enterprise Architecture encompasses three distinct tiers:

- Load Balancer: Either a hardware or software component responsible for intelligently routing the GUI/CLI
requests to one of many Echo™ servers.

« Multiple Echo™ Servers: The middle tier of this solution will consist of several Echo™ Thin Manage servers
receiving requests sent via the load balancer.

« Database Cluster: A clustered database environment for the Echo™ servers to access shared information.

atabasée Cluster
A fF_ 3

——
Database

Server

Authertication

Apache web server

Apache web server

Authertication

Apache web server

Authentication

Load Balancer

cu

/\ -

Admin

The “Enterprise Architecture” for Echo™ Thin Manage

All client requests originating from the web GUI or CLI are sent to a load balancer, rather than to a single Echo™ server.
This load balancer, which may be hardware or software based, has the job of intelligently directing requests to one of the
multiple servers available. Unlike the monolithic design of the Basic Architecture, the Enterprise Architecture does not
use a single built-in database, but instead, accesses an external database cluster that is shared amongst all the Echo™

servers.

The Load Balancer

The load balancer can be implemented either as a hardware or software based solution. The next two sections describe

the nature of each solution.
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Software Solution for Load Balancing

One method for accomplishing load balancing would be to use a Round Robin DNS technique. Round robin works by
responding to DNS requests not with a single IP address, but a list of IP addresses. The order in which IP addresses from
the list are returned is the basis of the round robin name. The IP address at the top of the list is returned a set number of
times before it is moved to the bottom, thus promoting the second IP address to the top of the list. This cycle is continual
and allows the DNS server to assist in balancing requests between servers.®

Hardware Solution for Load Balancing

The second option for load balancing would be to utilize a hardware component, such as the Cisco LocalDirector
appliance.

Cisco System's LocalDirector is a high-availability, Internet scalability solution that intelligently load balances TCP/IP traffic
across multiple servers. Servers can be automatically and transparently placed in or out of service, and LocalDirector
itself is equipped with a hot standby failover mechanism, eliminating all points of failure for the server farm.*

Deciding on which Load Balancing Solution to Use

The only feature a load balancer must absolutely have is the ability to redirect requests to multiple Echo™ Thin Manage
servers. Both of the solutions presented above meet that requirement and are supported by Echo™. Therefore, you have
the choice to select which method works best for your particular environment — and budget.

The Stateless Servers

The second tier of the Enterprise Architecture is comprised of multiple, stateless Echo™ servers. Having several
concurrent servers available eliminates a single point of failure that could occur in a basic architecture that simply relies
on one server for all requests. If one server goes offline — whether planned or unplanned — the load balancer can re-route
requests to one of the other servers that are online.

The Database Cluster

As mentioned earlier, each Echo™ Thin Manage server is a stateless server. This stateless characteristic refers to the
idea of a server treating each request as an independent transaction that is unrelated to any previous request on that
same server or another server. Based on this notion, one may wonder how real time data can be kept in-sync throughout
the entire system if each server is operating independently of one another. The answer is to have one central database
that is shared amongst all the Echo™ servers.

The database management system (DBMS) to be used in the Enterprise Architecture is Microsoft SQL Server.

Note: Although the SQLite database will not be used in an Enterprise Achitecture setup, it will still exist in every
connection management sener, as it is still needed when operating in a basic architecture environment. A
configuration setting is available in the management console to select which datastore to use.

The MS-SQL DBMS utilizes database server clustering. Clustering refers to a group of two or more servers (generally called
nodes) that work together and represent themselves as a single virtual server to a network. In other words, when a client
connects to clustered SQL Servers, it thinks there is only a single SQL Server, not more than one. When one of the
nodes fails, its responsibilities are taken over by another server in the cluster, and the end-user notices little, if any
differences before, during, and after the failover.®

* Wikipedia, “Round robin DNS” < http://en.wikipedia.org/wiki/Round_robin_DNS>.
* Cisco Systems, “Cisco LocalDirector 500 Series” 2006 < http://www.cisco.com/warp/public/cc/pd/cxsr/400/index.shtml>.

* SQLServerPerformance.com, “An Introduction to SQL Server Clustering” < http://sql-server-performance.com/articles/clustering_intro_pl.aspx>.
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Failure Scenarios

Now that we have outlined all the high availability features of the Echo™ Thin Manage Enterprise solution, we will present
some possible failure scenarios that could occur and examine how Echo™ eliminates each of these points of failures.

o Tllster
.E‘a}

.| Web
| Admin

cu

Possible points of failure in the Echo™ Thin Manage environment

Failure Scenario A: If a failure occurs somewhere on the load balancing tier, then requests will not be distributed to
appropriate Echo™ Thin Manage servers. Obviously, a failure on this level would cause a breakdown of services in the
system immediately. Using a load balancer equipped with a hot standby failover mechanism eliminates this possible
SPOF. The Cisco LocalDirector appliance is an excellent example of a load balancing component possessing this type of
failover feature.

Failure Scenario B: A second component that is susceptible to failure is the Echo™ Thin Manage server. Generally
speaking, there are two possible reasons an Echo™ server may go down:

= Planned Events: An administrator may intentionally shutdown the server for maintenance purposes.

» Unplanned Events: The Echo™ server may cease to function due to unexpected reasons, such as software
glitch or accidental powering off of the host server (ie. VMware Server).

Whether the reason is planned or unplanned, the fact that other servers are online and waiting to handle new requests
eliminates any possible disruption of services. The load balancer will recognize that a particular server is unavailable,
and re-route the request to one of the other available servers.

Failure Scenario C: Lastly, the database itself is a potential failure point. The Echo™ servers depend on this database
for retrieving scheduling and other shared information. Thus, losing connectivity to this central repository would cause
serious disruption. Database clustering is the key to eliminating this situation. If one of the server nodes fails, its
responsibilities are taken over by another server in the cluster.
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Chapter
Echo™ Thin Manage Maintenance

Topics Covered :
+ Backing up your Server

o Server Restores
o Echo™ Appliance Upgrades
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5.0 Echo™ Maintenance

Backing up your Server

You can backup your server from the main Administrator menu.
Sometimes, this referred to as a 'Hotcopy' since the backup

happens while the system is running. There is no need to stop  Hsicep

Cancel

or suspend the Echo™ server for the backup. To execute a You can download a hotcopy from the server which contains all
Hotcopy, do the following procedure: configuration information and data. This can be later restored
to get back into the current state,
] o ] —ltems
1. From the main Echo™ Administrator menu, with the [~ Firmware
inventory of terminals, use the path: Admin — Save ELEE';;?'S”E"S
o
Server Configuration. [~ Sessions

. . . . [+ Configuration Settings
2. After selecting this option, the panel on the right-hand [+ Pools

side of the web interface will display the 'Hotcopy’

informational box (pictured below) and will list several = —Logs .
checkbox options, along with OK and Cance1l buttons. I':: tggz ;g; dDz‘ngif:M
Click the tickbox next to all of the Items, Logs, and [+ (Large) Access logs for the web front end and remote
Appliances you wish to save in the configuration file AP
and then click OK to start the backup process. [« Error logs for the web front end and remote API
3. The result of the hotcopy will create a binary (.BIN) —Appliance
backup file that will be downloaded to your local [ Trmespne o
. e [« Metworking configuration
machine. Make a note of where you save this file, as [~ Services enabled such as SSH server
you will need it in the future to perform a restore. [« Web access users and passwords (bwadmin etc)

You have chosen to open

20080408-1414-ws-broker-devoncmbackup.bin

which is a: BIN file
from: http://10.0.15.7

Would you like to save this file?

i Cancel | | Save File |

Echo™ Server Restore
A restore will delete all existing configuration and data on your Echo™ Server and overwrite it with the information
contained in a previously created hotcopy backup file. To perform a Restore, do the following:

1. Onthe Echo™ Web Interface, select Admin — Restore Server Adrir

Configuration. Save sener configuration

R serer configuration
I Yiewl/Edit pools I
2. After selecting this option, the pane on the right-hand side of the web Yiew system logs
interface will display the 'Restore' informational box. Click the Browse Firrrware
button to search for the Hotcopy backup file on your local machine. 7 ViewlEdit USB permissions 1

Export endpoint hardware info

Sermver configuration settings
(=] B 1 nn-1£.£0-
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You are going to restore an earlier hotcopy. This restore
will delete all existing configuration and data.

|C:"5D|:u:uments and Settir" Browse. i ]

3. After the path to the backup file has been entered, click the OK button to begin the Restore. Once the restore
process is finished, you will receive a Complete message in the informational box.

Echo™ Appliance Upgrades

The following is the recommended procedure for upgrading your Echo™ Appliance to a newer version:

e Step 1- Backup: Backup your server’s current configuration and data prior to performing an upgrade usinJ;
the Hotcopy procedure. Refer to section "Backing up your Server”, for details on this step.

e Step 2- Upgrade:

Shutdown the Echo™ Appliance Server (Select option 8, “Halt machine” from the Main Menu).
Download the latest Echo™ Release Trunk from:

>  hitp://www.devonit.com/software/echo/downloads

4. Extract the contents and point your VMware Server to the new vmx file that was included in the zip
archive.

5. Restart the virtual appliance.

wn

e Step 3- Restore: Once the upgrade is finished and the new appliance is back online, restore your Echo™
Server. Refer to section "Echo™ Server Restore” for details on the restore process.
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